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Hacking Wearable and Implantable Medical Devices
Dr. Mohammed S. Gazal

Abstract

Despite the constructive gains that the information communications or computer applications
have yielded, hacking operations among such channels — information communication and computer
sources — represent tangible obstructions in such networks. This explains the construct of network

transmission fluctuating between two paradoxical types — vicious data vs. virtuous programs.

As the need of networks has become imperative in our daily lives, all segments of social strata,
encounter this problem. The challenge is constant. It requires the tradeoff of certain characteristics
— the rapidity and higher level of performance against access of increased security. On this count,
wireless networks have assisted immensely against their counterpart wired networks. Also,
other applications — smart phone devices; internet of things; and loT — have made constructive
achievements. All such devices are wireless. Such devices serve as fundamental channels of
information transmission. On their part, such channels lead to the expansion of the existing problem
and its increasing sophistications. At present, technology of internet of things is visible in multiple
household applications and modern transportations. Also visible are applications of implantable
medical devices in human body. Terminologically, there are known as Wearable and Implantable
Medical Devices (WIMDs). Such applications are used in organizing chronic diseases, dialectic,
cancer and cardiallic ailments represent as illustrative examples.

The present study is in fact, a survey study. It is focused on literature associated with hacking
wearable and implantable medical devices. In particular, it relates to Implantable Cardiac
Defibrillator (ICD). Included in the context are insulin Injunctions. Also, the latter are known as
Artificial Pancreas as well. These represent the construct of Insulin Pump and its relative control
machine.

The present study, in seem, explains the relative role of hacking in above — cited devices
and its special adverse impact on the patient. Also, it shows the possibility of corrections in their
pertinent programs through simple devices with reasonable prices. Remote control and Software
Radio reflect illustrative instances. Finally, the present study unfolds probable dangers stemming
from such hacking and the conducive solutions — technical and administrative. Such solutions will
be able either to restrain or lessen the magnitude of such dangers.
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